
June 2019

Zombieload 
Intel’s new chip level 
vulnerabilities

Shubham Mittal

THE INSE STORY

TALKING WITH THE EXPERT

Depths of Darkweb

KNOWLEDGE CORNER

THE INSE JOURNAL

JUNE EDITION v1.7

BUZZWORTHY TOPIC

Mutation XSS  
a UNIQUE Class of XSS



Editor’s note

Dear All,  

I’m pleased to announce June Edition of The InSe Journal. We’re 
in the middle of the year and InfoSec industry is on a roll. These 
couple of months were all about Security incidents, Patches and 
updates. From google’s plaintext password fiasco to Intel’s MDS 
vulnerabilities incident. There’s plenty happening. I’m grateful and 
happy to announce that last anniversary edition of The InSe 
Journal was our most viewed and liked one. We’ve gone to next 
level now with hard copies in store and also spread our reach to 
platforms like Amazon.com and Kindle. Words are not enough to 
thank you.  

My heartfelt thanks to InterCon Dubai Conference to nominate me 
in ‘Top 50 Tech Leaders 2019’ under the categories- spirit of 
innovation and impact on industry. The InSe Journal thrives to 
provide quality content covering the trends and techs of InfoSec 
which are on song. Thanks for the honor again!  

In this Edition, We have featured young entrepreneur Mr. 
Shubham Mittal in “Talking with the Expert’ section who is co-
founder of RedHunt Labs. Apart from that, there’s plenty in store 
for your reading pleasure as always- The InSe Articles, Tools, News, 
Breach stories. Do read it and let us know the feedback.  

I would like to thank The InSe team members and contributing 
writers for bringing quality content. Keep doing the great work! 

Find us at insejournal.co.in and insejournal@gmail.com 

Happy Reading! 

Cheers, 
Ashish Chhatani 
Founder- The InSe Journal
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Depths of Dark Web 

The InSe Journal    insejournal.co.in

SRIJITH PUTHRAN

http://insejournal.co.in


Yes! You read the heading right! There is more than just one dark site. With the 
alarming rate of increase in Cyber Security crimes, there will come a time when 
we might have to witness births of new dark web sites every day, if no proper 
measures are taken in account to reduce or prevent cyber-crime. On the 
contrary, every invention comes with good and bad. There is better use of Dark 
Web than bad. It all depends on how it is used.


This elucidates the reason for inscribing this article. 
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The .onion is a top level domain 
suffix deputing an unknown dark 
web service; formerly known as 
hidden service, which is reachable 
only via the Tor (Tor is a free and 
open-source software for enabling 
anonymous communication[1]) 
network. The .onion TLD is not 
present in the Internet DNS root. 
With the help of proper proxy 
software, web browsers can easily 
access the sites with the .onion 
addresses by sending requests via 
the Tor servers network. In simple 
terms, the .onion name depicts the 
fact that the dark web exists inside 
layered proxy networks.


Note: 


Tor Browser is required to open all 
links in this article and to navigate 
around the dark web. Tor Link: 
h t tps : / /www. to rp ro j ec t . o rg /
download/


WHAT IS “.ONION” ? 

Depths of Dark web
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1. ProPublica: https://www.propub3r6espa33w.onion/ 

This site is a big win when it comes to privacy and free speech. This has 
managed to take the first place because it is the first dark web managed to bag 
a Pulitzer. Today ProPublica is one of the major publication with a .onion 
address.


2. Facebook’s .onion site: https://www.facebookcorewwwi.onion/ 

I can imagine the surprise and questions raised in your minds: Why would such 
a well established and reputed organisation known for its encroaching stance 
on privacy have a .onion address. Out of the many number of reasons, one of 
the major reasons I would like to point is because of the mere fact to make 
Facebook easily accessible in places where it is censored. The twist is that Tor 
Facebook can still track your activity while the website is being used with the 
help of your account information. 


3. Torch: http://xmh57jrzrnw6insl.onion 

Torch is one of the popular onion search engines. When the Torch search 
engine was written, its database had over 450,000 websites into its archives 
which included websites, platforms, onion torrent websites. Torch is one the 
largest database online.


4. GuerrillaMail:  

This is generally preferred confidential onion mailbox used for creating 
unnecessary accounts. Example: Signing up for a new onion torrent account. 
This mailbox is a free service which doesn’t allow spam and the account can be 
discarded at any point of time.


5. The Hub: http://thehub7xbw4dc5r2.onion/ 

There are many number of Dark Web users, other than the onion version of 
Facebook, The Hub is another great place to find and socialize with Dark Web 
users. The point of discussion could be anywhere from the drug markets that 
can be found in Dark Web to operations around the world which the Dark Web 
offers.


6. Black Cloud: http://bcloud2suoza3ybr.onion/ 

This is one such site which offers services like file upload. It is great if you aim 
to store files online or share it with someone. The best part is that the files are 
encrypted even whilst they are stored on their servers.


Top .ONION Sites 
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7. DuckDuckGo: http://3g2upl4pq6kufc4m.onion/ 

This one is a good alternative for Google, where you can search for content 
while you are not giving away your privacy. The Duck steps ahead in terms of 
speed and privacy even though the search activity is not logged.


8. Blockchain for Bitcoins: https://blockchainbdgpzk.onion/ 

If you need to store your bitcoin anonymously, then this is the perfect site.

Disclaimer

Kindly keep in mind that the content of this article is solely for EDUCATIONAL 
PURPOSES. If you choose to access the Dark Web, chances are pretty high 
that you could be traced by law enforcement, governments, hackers, and your 
internet service provider. I strictly do not encourage, nor condone any illegal 
activity to take place on the Dark Web, and would strongly recommend to avoid 
it.

References

A guide on how to install and use Tor Browser and Set up VPN,


https://www.vpnmentor.com/blog/tor-browser-work-relate-using-vpn/


https://en.wikipedia.org/wiki/Tor_(anonymity_network)


https://en.wikipedia.org/wiki/Pulitzer_Prize


About the Author
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MDS- Intel’s chip vulnerabilities 
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Remember the Specter and Meltdown vulnerabilities identified in Intel and AMD’s 
processors? Yes, how can one forget those? It took the infosec world by storm. The 
vulnerabilities were caused due to weakness which was residing in Speculation 
Execution operation and attacked side channels. The same class of vulnerabilities were 
identified lately in Intel’s processors. As reported by Intel, The security researchers 
found 4 flaws named as Zombieload and are sub-class of previously disclosed 
speculative execution side channel vulnerabilities and is comprised of four related 
techniques. 


Under certain conditions, MDS provides a program the potential means to read data 
that program otherwise would not be able to see. These techniques exploit speculative 
operations accessing data in micro-architectural structures in the CPU to expose bits of 
information through a side channel. These structures are small and frequently over 
written. Practical exploitation of MDS is a very complex undertaking. MDS does not, by 
itself, provide an attacker with a way to choose the data that is leaked. 
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CVE Name Severity Score

CVE-2018-12
126

Microarchitectural Store Buffer 
Data Sampling

Medium 6.5

CVE-2018-12
130

Microarchitectural Fill Buffer 
Data Sampling

Medium 6.5

CVE-2018-12
127

Microarchitectural Load Port 
Data Sampling

Medium 6.5

CVE-2019-11
091

Microarchitectural Data 
Sampling Uncacheable Memory

Low 3.8

MDS Vulnerabilities, Severity and Score

MDS: Intel’s chip vulnerabilities strikes back
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Key points: 

⁃ Intel released microcode updates to address these potential risks. The updates 
give software the ability to overwrite those small structures and are being delivered 
through firmware updates from your system manufacturer.


⁃ No known exploits available for MDS outside of research environment.

⁃ MDS only refers to methods that involve micro-architectural structures other than 

the level 1 data cache (L1D) and thus does not include Rogue Data Cache Load 
(RDCL) or L1 Terminal Fault (L1TF).


⁃ Store buffers, fill buffers, and load ports are much smaller than the L1D, and 
therefore hold less data and are overwritten more frequently.


⁃ It is also more difficult to use MDS methods to infer data that is associated with a 
specific memory address, so malicious actors may need to collect significant 
amounts of data and analyze it to locate any protected data.
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Affected Products and Patch Status

- MDS is addressed in hardware starting with select 8th and 9th Generation Intel Core 
processors, as well as the 2nd Generation Intel Xeon Scalable processor family.


- Intel has started rolling out the microcode updates for the affected products. The 
update is already in production for most of the products. 


- Public Github: https://github.com/intel/Intel-Linux-Processor-Microcode-Data-Files

- End users and systems administrators need to check with their system 

manufacturers and system software vendors and apply any available updates as 
soon as practical.


- Intel has provided the list of affected products in the research paper.


MDS: Intel’s chip vulnerabilities strikes back
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Impact on Cloud Products and OS

Various cloud providers have provided the updates and instructions 
to tackle this vulnerability.


Amazon Web Services: 

In the blog post AWS informed that- “AWS has designed and 
implemented its infrastructure with protections against these types 
of bugs, and has also deployed additional protections for MDS. All 
EC2 host infrastructure has been updated with these new 
protections, and no customer action is required at the infrastructure 
level. Updated kernels and microcode packages for Amazon Linux 
AMI 2018.03 and Amazon Linux 2 are available in the respective 
repositories (ALAS-2019-1205). As a general security best practice, 
it is recommended that customers patch their operating systems or 
software as relevant patches become available to address emerging 
issues. ”


Google Cloud Platform: 

From the Google Cloud Infrastructure perspective, the infrastructure 
that runs Google Cloud and isolates customer workloads from each 
other is protected against known attacks. No additional user or 
customer action needed to protect Google Cloud's infrastructure. 
For some Cloud products, customers may need to patch their 
runtime environments; see product-specific entries below for 
guidance.


While from Google App Engine Standard Environment, Cloud Run, 
Cloud Functions, the infrastructure that runs Google App Engine 
Standard, Cloud Run, and Cloud Functions and isolates customer 
workloads from each other is protected against known attacks. No 
additional user or customer action needed.


No actions required from Google Cloud SQL and Google cloud Data 
flow front. 
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Apple: 

Apple has released security updates in macOS Mojave 10.14.5 to 
protect against speculative execution vulnerabilities in Intel CPUs. 

It is recommended to update the system to the latest version. Here’s 
the link to refer for Apple security update for MDS vulnerabilities: 
https://support.apple.com/en-us/HT210107


Redhat: 

Redhat has provided the script to check whether the OS/service is 
vulnerable or not in its patch update release notes.


Here’s the link to Redhat patch update.  

Azure: 

Microsoft has deployed mitigations across all the cloud services. 
The infrastructure that runs Azure and isolates customer workloads 
from each other is protected. This means that a potential attacker 
using the same infrastructure can’t attack your application using 
these vulnerabilities.

 

Azure cloud services-  just need to enable auto update or need to 
make sure we’re using the latest Guest OS.

Other Azure PaaS Services- There is no action needed for 
customers using these services. Azure automatically keeps your OS 
versions up-to-date.

About the Author

Ashish is an Application Security Engineer and 
founder of The InSe Journal. He is a technical writer 
and security enthusiast who loves to penetrate web 
and mobile applications. He has given his services as 
contributing writer in many Infosec and knowledge 
sharing mediums and columns.
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Talking with the expert 
 Shubham Mittal
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Shubham Mittal, Co-founder of RedHunt Labs has been a well known 

personality in InfoSec industry. He has achieved so many Hall Of Fames, 
research works, publications under his belt. Shubham has been an active 
speaker and trainer in so many well known InfoSec conferences and events. 
Shubham gave his services in reputed organizations including- Ola, 
MakeMyTrip, GOJEK, NotSoSecure.  

In this interview, Shubham Mittal opens up about his journey and so many 
various other topics. Here’s the interview of the young InfoSec entrepreneur, 
SHUBHAM MITTAL. 

SHUBHAM MITTAL  
Co-Founder, RedHunt Labs
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1. Please tell our readers a little bit about yourself. 
How it all started and how’s the journey so far?

I am Shubham Mittal. Always been the most notorious kid in the class, an 
outgoing person in the group and the one who makes crazy plans. I started my 
career as InfoSec trainer, jumped multiple organizations doing offensive as 
well as defensive roles, followed by leading technology operations in a 
FinTech company as CTO. Now I find happiness working for my own 
organization, RedHunt Labs. To answer the question more precisely, the 
journey so far has been super fun and amazing.
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2. Your journey looks quite interesting. You’ve 
published papers, worked across many orgs, an 
active member in global conferences and founded a 
startup now. Was InfoSec a first love and everything 
was planned?

Well, honestly, first love was computers. I did a computer hardware course in 
6th class, as a favor from a known cousin. When one of my friends told me 
about phishing scripts, it kind of looked cool at that age. I picked it up I picked 
the only Hacker related book available in my college library, The Hacker’s 
Handbook, gave it a quick read, and realized, if done in a legal framework, this 
could be a good career.  

Once I started my career, I got introduced to Null - Open Source Community in 
India, met a bunch of like-minded people, started open source contributions, 
and then things just kept me going. 

In Conversation with SHUBHAM MITTAL
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In all the prior organizations I have worked for, I learnt that, irrespective of how 
many defenses and patches are applied, the assets cannot be secured until and 
unless there is a process to continuously monitor them and check them for not 
only new vulnerabilities but also vulnerabilities resurfacing. Such assets could 
be IP, subdomains, servers, and they could also be your Github repositories, 
PasteBin dumps, social media accounts, and leaked credentials. Similarly, the 
vulnerabilities could be configuration issues or credentials leaking on some 
website.  

We founded RedHunt Labs to address this lack of Perimeter Security Solution in 
the industry with our Continuous Asset Discovery and Monitoring product, 
nVadr.  

Our vision is to create an extensive platform which can solve all the challenges 
in the Perimeter Security Domain. 
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3. What’s the idea behind RedHuntlabs? What’s the 
vision for that? 

4. Being a young entrepreneur, what were the 
challenges you faced? 

A lot. The most important one, traditional senior folks, sometimes don’t take 
you seriously. However, with good work, this fades away.

In Conversation with SHUBHAM MITTAL
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5. What are the things in terms of InfoSec which you 
see in the recent time that needs to be addressed 
and requires an immediate attention?  

I believe the traditional security industry is getting matured. There are enough 
tooling and processes around. However, since cloud infrastructure, social 
media and code sharing platforms have evolved exponentially, there is a high 
need to address challenges created by such advancements. 

If you look at the Hacktivity in any of the crowd source hacking programs, most 
common and critical issues are generally as trivial as an API key being leaked, a 
password being shared unintentional or an untracked legacy subdomain 
running unauthenticated services. Such kind of issues are taking over a lot and 
should be fixed.  

6. What are the basic requirements to set up a red 
team task force? 

The first requirement I believe, is to understand the objective of the Red 
Team. While a few tasks might vary depending on the business you are 
involved in, the responsibility and the goal remains the same - you have to 
challenge the various aspects of your own defense mechanisms. Once that’s 
done, you should decide who all are going to make the team. How many red 
teamers with what all backgrounds? Pentesters? May be a defensive person 
too? How about having an OSINT expert?  

Once that’s done, figure out the lab part. You might need, a lot of 
components, depending on the business requirement, including (and not 
limited to) Attacking domains, Exploit frameworks, Payload server, Phishing 
frameworks, Team Servers with covert communication, High range WIFI 
Antennas, RFID cloners, etc. 
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Since cloud is evolving at a rapid rate, and more and more organizations are 
moving to Cloud infrastructure, there is definitely a huge gap of security in the 
cloud security space. Although, the cloud providers solve this problem to a 
great extent by providing security configurations hooked within the infra along 
with services like monitoring, alerting etc., the market is still immature in terms 
of cloud security and organizations need to catch up a lot. 

7. Your views on Cloud Computing. How do you 
reckon the state of cloud security?

A lot more than we can think. Of course, they cannot beat Manual approach, 
but when it comes to automation and continuous security, AI and ML of course 
goes long way. They have already found their way in Password less 
authentication, Due Diligence, Automated Attack Chaining, SIEM, Threat 
intelligence feeds, and a lot more. However, I am yet to see some more 
advanced products coming out, which use AI / ML and not just talk about the 
keywords. 
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8. Share your thoughts on the role emerging techs 
like AI and ML can play in Information Security.

9. Next big revolution in InfoSec domain you see. 

Cloud Security and Asset Monitoring with combined continuous integrations 
with other tools. At least that’s something I am eyeing upon. 

10. Key factors you think are must to become an 
exceptional leader?  

i. Appetite to take risk 
ii. A continuous itch to solve a problem 
iii. Good planning and execution 
iv. Ability to get into multiple shoes

In Conversation with SHUBHAM MITTAL
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11. How do you reckon your journey so far? 
Something still in the bucket to pursue or any other 
plans?

While Bug Bounty programs are great platform to learn, they are also a 
lucrative target to run behind bugs (which includes running dorks, spraying 
vulnerabilities, etc.). While all of this is quite useful and important in Bug 
Bounty market filled with competition, young folks do miss a lot of important 
concepts which they should try to understand order to be a good security 
professional.  

Folks should definitely keep finding bugs, but they should also focus on 
understand what’s going behind the scenes? May be a little networking, TCP/
IP models, IP Subnetting/Supernetting, HTTP protocol, DNS Records, etc. A 
classic example, one should not only know how to find subdomain takeover, 
but also understand other DNS records and their significance.  

I highly recommend any person starting into InfoSec to setup a small project 
website on a Linux server and manage running it on public internet. That 
covers a lot of things which a person should understand, and this not only 
makes doing post exploitation easier, but also helps the person learn about all 
the small configurations which could be goofed up by anyone. 
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Yes, A few more surprises planned in next few years. However, apart from 
professional work, I am looking forward to doing a cross-country car road-trip 
someday.  

12. How do you reckon your journey so far? 
Something still in the bucket to pursue or any other 
plans?

In Conversation with SHUBHAM MITTAL
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Mutation XSS:  
A UNIQUE class of XSS
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Today We’ll talk about the lesser known derivative of XSS called Mutation XSS 
(mXSS). Readers who are not aware of the Cross-Site Scripting attack, I’ll briefly 
explain what is XSS and it's types.


Cross-Site Scripting or XSS is one of the most common injection vulnerability that 
exist in modern as well as legacy Web Applications. It is a code injection attack 
where the attacker injects malicious code into web pages which are viewed by other 
users. It occurs when the user input is not properly validated. XSS effects differ in a 
scope from a petty nuisance to momentous security risk, based on the sensitivity of 
the data handled by the target site.


Cross-Site Scripting attacks have traditionally been organised into 3 types.


1. Stored XSS or Persistent XSS 

2. Reflected XSS or Non-persistent XSS 

3. DOM based XSS

Back in 2007, Yosuke Hasegawa discovered a Cross-Site Scripting vector based 
on the mistreatment of the back-tick(`) character in a single browser 
implementation. Initially it looked like an implementation error that could be easily 
be fixed but it was the birth of new class of XSS vectors "Mutation XSS" which was 
coined by Dr.Mario Heiderich, security researcher from Berlin.


As per OWASP,


“Mutated XSS happens when the attacker injects something that is 
seemingly safe, but rewritten and modified by the browser, while 
parsing the markup. This makes it extremely hard to detect or sanitize 
within the application logic.” 

The main root cause mXSS to occur is due to innerHTML. This vulnerability affects 
browsers like IE, Chrome, Firefox etc. High-profile applications like Yahoo, 
OpenExchange, Rediff Mail etc and several commercial products were vulnerable 
to mXSS.


The big deal about this attack is that it manages to bypass widely deployed server 
side XSS protections techniques like HTML purifier, Kses, htmlLawed etc. and 
client side filters like XSS auditor, IE XSS filter, WAF systems, IDS and IPS.  

The InSe Journal    insejournal.co.in

Mutation XSS: A UNIQUE class of XSS

THE RISE OF mXSS
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The mXSS happens when HTML mutates from a safe form into an unsafe form. 
Usually when innerHTML is read and written. This technique fools the HTML 
parser to rewrite the code. 


The below example of mXSS was discovered by Mario where the listing 
element mutated its content to execute XSS:


<listing>&lt;img src=1 onerror=alert(1)&gt;</listing> 

If you observe there is no malicious content in the script as this code will not 
execute due to HTML encoding. Now, place this piece of code into another 
code using inneHTML property.


<listing id=x>&lt;img src=1 onerror=alert(1)&gt;</listing> 

  <script>alert(document.getElementById('x').innerHTML)</script> 

When this code will run, browser will read innerHTML and call 
document.getElementById(‘x’).


The expected result of the alert would be-


 “&lt;img src=1 onerror=alert(1)&gt;”  

however IE8, IE9 and IE10 browser decodes the entities and returns 

“<img src=1 onerror=alert(1)>” instead. The XSS vector mutated from a 
safe state to an unexpected unsafe state. 


The mXSS can work on multiple reads of the data, the first render is the actual 
HTML and every read of innerHTML is counted as another mutation since it 
could be decoded multiple times.  
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Recently in Feb 2019, mXSS was discovered by a security researcher Masato 
Kinugawa. 


This vulnerability was in the open-source Closure library (proprietary of google and 
used in Google Search). 


On September 26, 2018 one of the developers who was working on Closure library 
facing issues with user interface design so he created a commit which caused to 
remove the part of input sanitization. However, Closure library was using DOMPurify 
(https://github.com/cure53/DOMPurify) which sanitizes HTML and prevent XSS 
attacks but it was not effective due to removal of code commit in September 2018 
which opens up an  opportunity for the researcher in executing mXSS in Google 
Search.


Check the below video PoC it explains how mutation XSS works, and how Client-
side Sanitization can be implemented.


https://www.youtube.com/watch?v=lG7U3fuNw3A


References:  

https://cure53.de/fp170.pdf 

https://www.acunetix.com/blog/web-security-zone/mutation-xss-in-google-
search/ 
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MUTATION XSS IN GOOGLE SEARCH 
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Tech Giant Apple unveiled plenty of 
features, updates, enhancements along with 
its new iOS, MacOS and iPadOS. The eye 
catching feature was the ‘SignUp with 
Apple’ where the user can choose the data 
which he/she wants to keep secret. This is a 
big step forward to the Data privacy. Apple 
has always put the customer privacy on 
priority and this feature proved that yet 
again. Apart from this, there were so many 
updates declared at WWDC which included- 
Voice Control, ARKit3, SwiftUI, Watch 
AppStore, improved photos and Maps, Dark 
Mode, all new file system for Mac to name a 
few. 

Google confirmed that it has stored G Suite 
passwords in plaintext for almost 15 years. 
G-suite is having more than 5M account 
users and playing with the security-privacy 
of those users’ that too even for 15 years is 
not at all cool, GOOGLE! Instead of storing 
it in an encrypted or hashed way, plain text 
was the  only solution Google found.  
Suzanne Frey, VP of engineering for google 
cloud trust said, “This practice did not live 
up to our standards.” And that’s quite 
obvious.  

New Apple SignUp feature 
unveiled at WWDC2019

All hail Google! Passwords in 
plaintext since 2005! 
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The android owned tech giant Google has 

broke the ties with the smartphone 
manufacturer HUAWEI. The licenses pulled 
back by Google resulting the app 
suspensions like Gmail and Playstore. The 
HUAWEI smartphones won’t receive the 
google android updates from now onwards. 
HUAWEI had to face this huge blow as they 
failed to clear the approval of Trump 
administration to sell the devices in USA. 
Though USA government has issued a 
temporary license to smartphone maker for 
90 days to continue the business.  

Zombieload- a new group of Intel’s chip 

level vulnerabilities took the world by storm 
lately. There were 4 new vulnerabilities 
identified exploiting speculative execution 
operation- side channel attacks. Last year 
Specter and Meltdown created enough chaos 
and harmed Intel’s reputation.The attacks are 
told as MDS (Microarchitectural Data 
Sampling) vulnerabilities. The CVEs are- 
CVE-2018 -12126, CVE-2018 -12130, 
CVE-2018 -12127, CVE-2019 -11091. The 
severity of the attack ranges from LOW to 
MEDIUM with CVSS score of 6.5. Intel has 
started rolling out the microcode updates to 
patch the flaws.  

HUAWEI in deep trouble

Intel’s 4 new chip level 
vulnerabilities 
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Security experts have identified a flaw in 

Linux kernel which resides in 
implementation of RDS. It is assigned the 
CVE Id- CVE-2019-11815 with the CVSS 
score of 8.1 NIST has published in its 
advisory- “An issue was discovered in 
rds_tcp_kill_sock in net/rds/tcp.c in the 
Linux kernel before 5.0.8. There is a race 
condition leading to a use-after-free, related 
to net namespace cleanup.” An   attacker 
with no privileges over the network can 
exploit the vulnerability without any user 
interaction.  

Microsoft’s security researchers identified 

a flaw in Google's Titan Security Keys 
which is Bluetooth-supported version. The 
version is said to be non fixable with a 
software update. Google has mentioned that 
the flaw affects the BLE version of Titan 
Security Keys that have a T1/T2 sign on the 
back of it. While the other non-Bluetooth 
security keys, USB or NFC supported 
versions, are safe to use. 

RDS gets affected by 
Privilege Escalation flaw- 

CVE-2019-11815

Flaw in google bluetooth 
titan security key
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The tech giant- Facebook has revealed that it 

has taken down 2.19 Billion accounts in Q1 
2019 which were said to be operated by BAD 
ACTORS. Also in its  third Community 
Standards Enforcement Report Facebook 
informed- “The amount of accounts we took 
action on increased due to automated attacks 
by bad actors who attempt to create large 
volumes of accounts at one time.” The other 
interesting part in the report was that 5% of 
the active accounts are FAKE. 

Security researchers have developed PoC 

exploits for Windows Remote Desktop 
Services (RDS) having CVE-2019-0708 and 
known as BlueKeep. One of the PoC exploits 
could be used for remote code execution on 
vulnerable systems. In the recent blog post 
SANS informed- “Several security vendors 
stated publicly that they developed exploits 
internally that will at least trigger a denial of 
service condition (blue screen). Currently, 
there are at least two public partial exploits. 
One triggers the “vulnerable path” without 
triggering a blue screen or causing any other 
damage. It can be adjusted to play with the 
“channel” parameter to create normal and 
exploit traffic.

Facebook takes down 2.19B 
accounts

PoC Exploits for CVE-2019-0708 
wormable Windows flaw 

released

The InSe News 
Trending news of the month 

https://transparency.facebook.com/community-standards-enforcement
https://transparency.facebook.com/community-standards-enforcement
https://transparency.facebook.com/community-standards-enforcement
https://transparency.facebook.com/community-standards-enforcement
https://transparency.facebook.com/community-standards-enforcement
https://transparency.facebook.com/community-standards-enforcement
http://insejournal.co.in


The InSe Journal    insejournal.co.in

Machinae v1.4.8

Machinae is a tool for collecting 

intelligence from public sites/feeds about 
various security-related pieces of data: IP 
addresses, domain names, URLs, email 
addresses, file hashes, and SSL fingerprints. 
It was inspired by Automater, another 
excellent tool for collecting information. The 
Machinae project was born from wishing to 
improve Automater in 4 areas- Codebase, 
Configuration, Inputs and Outputs. 

Pacbot is a tool for Continuous 

Compliance Monitoring, Compliance 
Reporting And Security Automation For The 
Cloud. In PacBot, security and compliance 
policies are implemented as code. All 
resources discovered by PacBot are 
evaluated against these policies to gauge 
policy conformance. The PacBot auto-fix 
framework provides the ability to 
automatically respond to policy violations 
by taking predefined actions. PacBot packs 

Pacbot

The InSe TOOLS 
Trending tools of the month 

https://github.com/1aN0rmus/TekDefense-Automater
http://insejournal.co.in
https://github.com/1aN0rmus/TekDefense-Automater


The InSe Journal    insejournal.co.in

PeekAboo

PeekABoo is a tool for enabling Remote 

Desktop On The Targeted Machine. It can 
be used during internal penetration testing 
when a user needs to enable Remote 
Desktop on the targeted machine. It uses 
PowerShell remoting to perform this task. 
The tool only works if WinRM is enabled. 
Since Windows Server 2012 WinRM is 
enabled by default on all Windows server 
operating systems, but not on client 
operating systems.

Kerbrute is a tool to Perform Kerberos 

Pre-Auth Bruteforcing. It can quickly 
bruteforce and enumerate valid Active 
Directory accounts through Kerberos Pre-
Authentication Grab the latest binaries from 
the releases page to get started. Here’s the 
GitHub repo link: https://github.com/
ropnop/kerbrute 

Kerbrute
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Binance breached

StackOverflow compromised

Binance known as one of the biggest 

cryptocurrency exchanges in the world, was 
breached lately. The company informed that 
they  lost nearly $41 million in Bitcoin. This 
is considered as one of the largest hack till 
date. They informed that malicious attackers 
used a variety of attack techniques, 
including phishing and computer viruses, to 
carry out the intrusion and were able to 
breach a single BTC hot wallet which 
contained about 2% of the company's total 
BTC holdings, and withdraw stolen Bitcoins 
in a single transaction.

Popular Question and answer site, 

StackOverflow faced an unauthorized 
attempt to exploit the weakness lying in the 
development of the site. Mary Ferguson of 
Stack Overflow in the blogpost revealed 
that the affected 184 networks are informed 
via email. She added- “We can now confirm 
that our investigation suggests the requests 
in question affected approximately 250 
public network users. Affected users will be 
notified by us.”
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Its Insta again!

Flipboard faces breach

Popular social media platform, Instagram 

faced a massive breach where a massive 
database containing contact information of 
millions of Instagram  influencers, celebrities 
and brand accounts was found online. At 
the time of writing, the database had over 
49 million records — but was growing by 
the hour. The breach was discovered by a 
security researcher Anurag Sen as informed 
by Tech Crunch.

F l ipboard, news and social media 

aggregator revealed that they suffered a 
data breach wherein unauthorised users had 
access to some databases storing user 
information. The stolen data contained the 
information like- databases having some of 
users’ account information, including name, 
Flipboard username, cryptographically 
protected password and email address. As a 
precaution, they have reset all users’ 
passwords, even though the passwords 
were cryptographically protected and not all 
users’ account information was involved. 

The breach story 
 Breach that made the headlines
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“The way to get started is to quit talking and 
begin doing.” 

         Walt Disney
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